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XOR and AND logical operations in Boolean algebra can be
illustrated by dartboard game.
Single Boolean variable can be represented by the set of 2
values {0,1} or {Yes,No} or {True,False}.
Let U is some universal set containing all other sets (we do not
takke into account paradoxes related with U now).
Let A be a set in U. Then with the set A in U can be associated
a Boolean variable ba=1 if area A is hit by missile

ba=0 otherwise.

For this single variable ba the negation (inverse) operation " is defined:

b1 =0if bs=1,

b4 =1 if b4=0.

Bollean operations are named also as Boolean functions.

Since negation operation/function is performed with the singe variable it is called a unary operation.

There are 16 Boolean functions defined for 2 variables and called binary functions.
Two of them XOR and AND are illustrated below.

U A B |AGB
2319

(0,0) 4@4 0
11 1
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Venn diagram of A&B operation.

‘ u

Venn diagram of A®B operation.

<ZC>+7")*>/ <J27@J@\>

aég:a+0:Q/' aé&"z:a@o:a; 2 Q- =0,
a-o=opea =0; a®b@a = b@0 = b.

JS WZ%VW&%Dzﬁ ; JMWIS :g_g :-XO, 4,211 —9%
nga:{(?( 2,6 ﬁ/,,,}Bmpﬁ/i =0 % —_27]_23,_
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>> mb = mod (-b,»)
>> mod (b+ wbyn)=0

Lt n=p=4a1: o =40,4,2, -, p-1F
They L= A0462,2, -, 40}'/’ timod 1 /‘ ‘W&W/‘*V”W{W} /*WZM

*«
g@? :—{172,37 ce g P-’f(?

Let we have any set G consisting of the elements of any nature, i.e. G={a, b, c, ..., z, ...}.
1. Definition. A set G is an algebraic group if it is equipped with a binary operation e that satisfies
four axioms:
Operation e is closed in the set; for all a, b, there exists unique c in G such that aeb=c.

. Operation e is associative; for all a, b, ¢ in G: (aeb)ec=ae(bec).
. Group G has an neutral element abstractly we denote by e such that aee=eea.
. Any element a in G has its inverse a'! with respect to e operation such that aeal= &:lea=e when e is neutral el.

For curiosity, can be said that group axioms seems very simple but groups and their mappings describes a
very deep and fundamental phenomena in physics and other sciences. Among these mappings a special
importance have mappings preserving operations from one group to another called isomorphisms, or
homomorphisms and morphisms in general. Isomorphisms have a great importance in cryptography to realize
a secure confidential cloud computing. It is named as computation with encrypted data. The systems having
a homomorphic property are named as homomaorphic cryptographic systems. They are under the development
and are very useful in creation of secure e-voting systems, confidential transactions in blockchain and etc. We
do not present there the construction of these systems and postpone it to the further issues of BOCTII, say in
BOCTII.2. There we present one very important isomorphism example later when consider so called discrete
exponent function (DEF).

TL.Theorem. It P is prome , thewr Ly ={4,2,2, ..., p-1§ where pporaiion
is muddiplial i on wood p iz a m;////?&’éﬂf”t geoap.
Cxample : P=4 5 AH=472,3,..,,10F

Multiplication Tab. o A —
o 206 =1 e =1)
* 1 2 @8) 4 5 6) 7 8 9 10 2 |1
1 )2 3 4 5 6 7 8 9 10 11
2)2 4 6 810 (13 5 7 9 A
3 3 6 9 /I)4 7 10 2 5 8
4)4 8 1) 5 9 2 610 3 7 #3maddl =12 m&d/f:f%
5 510 4 9 3 8 2 7 (1)6 IR V7| ;@/4) =4
6 6 1 7 2 8 3 9 4 10 5 W
-1
7 7 310 6 2 9 5 1 8 4 Y= 3 md
8 8 5 210 7 4 1 9 6 3
9 9 7 5 3 110 8 6 4 2 59=U5madi=1
1010 9 8 7 6 5 4 3 2 1 5%,01=9 yc l%
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9 9 7 5 3 110 8 6 4 2 H5Y9=45madil=1
1010 9 8 7 6 5 4 3 2 1 g+ Y = 21
w41 =9 Ls 1_;—

Power Tab.
Zy:*
N0 12345 6 7 8 910 Thy oot of mmbete that
1 11 1 1 11 1 11 1 1 .
At et Zhe
L)1 2 4 8 51097 361 7¢F g o -
3 1 3 9 5 4 3 9 5 4 1 yumwbas i he set QJM
4 1 4 5 9 3 4 5 9 3 1 . ﬂmfw/@/@%p{
5 1 5 3 4 9 5 3 4 9 1 4
6)1 6 3 7 910 5 8 4 2 1 Gewermtor /4:’{270’/?/3}
(7)1 7 5 2 310 4 6 9 8 1 up r*
n D 2
8)1 8 9 6 410 3 2 5 7 1 % 5’[ P
9 1 9 4 3 5 1 9 4 3 5 1
10 110 1 10 1 10 1 10 1 10 1

[ b be o /L‘h#ﬁ group with card (é):{&[’:/(/)

Def. L. The elewen? g it o genveator if 25, ¢=04,2, W4,
g,gyu/zﬂf’éé 2l N elewmerils @ééf

:D@DA 2. The gro wp G which con be gemﬁmfzdér/é?%érﬂjor
G s a cyclic group end is depdlad by <2> = &

Cyclic Group: Zy* = {1, 2, 3, ..., p-1}; *mod p, “mod p- I&é p= 41 )%},gn
Let p is prime. — —
Then p is strong prime if p=2q/+ 1 where q = (p-1)/2 is prime as well. % = (1= 1> /2 =J
Then g in Zp* is a generator of Zp* if and only if .
(iff) g2% 1 mod p and d% 1 mod p. F1 g are prunes

For example, let p is strong prime and p=11, then one of the generators is g=2.
Verification method: g?# 1 mod p and g% 1 mod p.

The main function used in cryptography is Discrete Exponent Function - DEF:
DEFy(x) = g*mod p = a.

» Documents 100 MOKYMAS EAG 1 DEF v-a.ppie

Discye 4z Exporient Eonctiom DEFE ¢
X _
DEF,,(X) = 4 wmod p = a,

Power T (0 Y
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e P’g LA ) — 2, v/ vV ’/ — A,
rouer ey
AN 0 1 2 3 4 5 6 7 8 9 10
1 1 1 1 1 1 1 1 1 1 1 1
2 1 2 4 8 510 9 7 3 6 1
31 3 9 5 4 1 3 9 5 4 1
4 1 4 5 9 3 1 4 5 9 3 1
5 1 5 3 4 9 1 5 3 4 9 1
6 1 6 3 7 910 5 8 4 2 1
7 1 7 5 2 310 4 6 9 8 1
8 1. 8 9 6 410 3 2 5 7 1
9 1. 9 4 3 5 1 9 4 3 5 1
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L ={4,22 ., wk

L =40,4,2,3,%,5,6,7,% 93
DEF 1 Ly — L

DEF, (L) = 2 vmod 1l = Qe T

Lo

T2. Fermat (little)Theorem. If p is prime, then [Sakalauskas, at al.]

>> pi

ans = 3.1416

>> xrange=16*pi
xrange = 50.265

>> step=xrange/128
step =0.3927

>> x=0:step:xrange;
>> y=sin(x);

>> comet(x,y)

zPl=1modp

051 |

051 || | | | \ “ ‘ “
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| -. |
>> p=127 WOW‘ M“ il l‘*i A|‘
p=127 80 | ‘ \ “ ‘ \"l‘\([
>>8=23 " H\H | w\l |
g=23 0 1\“ “w
>> x=0:p-1; 40

\ |
1 \ ‘\ l\ \ \‘M 1l “
>>a=mod_expv(g,x,p) l ’ O‘ H
>> comet(x,a) 21 l ! | |
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d (X4 p
ord (Z°) = | T | 7 card (do) = card ()

It is proved that
i P is prime ther thete exists such vmbers g that

DE Fg (x) proviﬂfzs A- 4o -d of bé/éﬂ‘l’Vé mﬁ/:/oiwzfo

g,xywdib =0

égwmz‘g coninplevations ! % CONEDPNL. o7 WW/W,/{ or W/(z
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the +to find > whey P, 9 aupl O ave g/vey it &W)Zéﬂﬁtﬁ/é

with classical &omo‘»wkzré,

P is ifewsible to computz X from the eguation dczxmgp/ p=a

By haLU%Qg P, 4 omd Q

/

The proBeem 4o af/iua’ X Whew P,q anpl 0 ave giver is colles)
a discret Z@gwwff/hm prodleswr —D L P

déogg C%y(moo[ p = x:d%@dﬁg_ Cg) mod/ﬁ = Xed wogp =X,

OWF
One - way - JurlTionh | Discrete Expﬂn///ff Funrctior, (DEE)

s A conjectwerd (0WF)
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Une - WAY ~ GUATL LIS | Vislrete EXponer] +urciion (DEL)

s o wm/léf’w‘u@/ CﬂM/F)
1) %L i> earsy Jo compute o= g wod p, whes

LG, P aw g/ﬁ/é%,
2) % s infeasi 6 +o %LVW{ X %péb%zm»jﬁég

condition  Q "’g v ol P whes

7(3 ; P @l ?Wh .
% +heoreyyr o /f /Wﬂ/ﬂ /Wm /ﬂdmbw”g gersteex £z re
oxist <=0 PWFs exist G- vise vewsa 7/

How to find inverse element to z mod n?
>> mulinv(z,n) 1

Inverse elements in the Group of integers <Z,", ® mod p> can be found using either
Extended Euclidean algorithm or Fermat theorem, or ...

Let we have zin Z,", then to find z2 mod p it can be done by Octave:
>>z_mil=mulinv(z,p)

- -{ _
zed, todind 27 gch That 2.2 = Z vz =4 medp
z" 1”1 MW/ / s 2Pzt 2t mod p >

> Z — P‘L‘I =z mpglzbﬁ ZL/ ZF ZVWQE/)D
-4 _
=z :ZP2maﬁ‘P

0{% CAAi%ps in /,></wmwzl§,

At modp = QI
é)mﬂd(D—D

Accotfing 10 Ferma? 42 4,
s 5 ; 7
Cg" v ool P = 4

o0 P We heys ¢

=4
P' _y ‘:/)D;FF}ﬁ 0= p-d wm e)(/onmfé O=p-1 mad (p L)

s mod (P-1)
Let we need o WM/;M%Z g/\/r}zésipw,” 9 /YWQ/F
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whete 5 is v exponen? of the genermtor 2,
Whev 5= ((+ b )uowd (p-1); == g* wred P

© =(rys)
mod (P-1) v b)) d (1) ,
95 mm/{):?m ) (”mjadp:g‘«(g*)*’:w.ahwdp,

Disvete exporent Jumction :
()= ?@mw/ P pr 25 ™

>> a= mad_exp (g,%, p)

>>mod_exp(2,3,7)
ans=1

We witl deal with wilsgers f 28 bt
f’) N 228y

g ,,\“ O Plaintext U Ciphertext U Plaintext .
b . 4 r s - .y
| & Open

Sender Encrypt Communication Decrypt Recipient

Channel /

Same key is used to encrypt
and decrypt message

Shared Secret Key

Diffie-Hellman Key Agreement Protocol (DH KAP)
Public Parameters PP=(p,0)

” U = rand (.Z;’)

A g'medp=t, - 7, {i’ U ravd (Zp
o IV L
'l‘f—-;a :(f_‘aj v p = Lf.;_“-,_ = (‘fA)b naod p=
=(9")" mod p= G mudp =(§")" wod = g“ e P
':"f;\ B = k = K BA

é&mn’z‘g contiplevations 2% CONEPRL. Lot WW/au/‘é#ﬂf W/lz
a secrel pateum, U gm-ﬂd 4y B the he/she cens wm/wf’é
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P iz ifewqsible to compute U Jrom the eguation g“mw/ p =2y

g% MV&Mg F(? Wdzao

204y

The prodeem 40 §iud 1 When p G and ty ave givey is calte
a dizceet logawedthmr proflesms —DLP

&Mag% (%)Umoo[ p = u'cz’/of?r Cg)mod/ﬁ = UL wogp =y,



